Steps to install the Apache server:
e Make Superuser: Open terminal and use following command to make yourself superuser.
$Sudo su

M ™ © root@dharam-HP-Notebook: /home/dharam

dharam@dharam-HP-Notebook :~5 sudo su
[sudo] password for dharam:

root@dharam-HP-Notebook: fhome/dharam# [}

e Update Ubuntu package: Use the following command to update the Ubuntu package list.
sudo apt update

-~

root@dharam-HP-Notebook: /home/dharam

root@dharam-HP-Notebook: /home/dharam#| sudo apt update

Hit:1 http://ppa.launchpad.net/maartef-baerc/simplescreenrecorder/ubuntu xenial
InRelease

Hit:2 http://archive.ubuntu.com/ubuntu xenial InRelease

Get:3 http://archive.ubuntu.com/ubuntu xenial-updates InRelease [109 kB]
Get:4 http://archive.ubuntu.com/ubuntu xenial-backports InRelease [107 kB]
Get:5 http://archive.ubuntu.com/ubuntu xenial-security InRelease [109 kB]
Fetched 325 kB in 2s (131 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

5 packages can be upgraded. Run 'apt list --upgradable' to see them.
root@dharam-HP-Notebook: /home/dharam# o

e Install Apache: After installing the Ubuntu package list, use the following command to install apache
server.
sudo apt install apache2

- oo

root@dharam-HP-Notebook: /home/dharam

root@dharam-HP-Notebook: /home/dharam#|sudo apt install apache2
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
apache2-bin apache2-data apache2-utils libapri1 libaprutil1i
libaprutili-dbd-sqlite3 libaprutili-ldap liblua5.1-0
Suggested packages:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom
The following NEW packages will be installed:
apache2 apache2-bin apache2-data apache2-utils libapri1 libaprutil1i
libaprutili-dbd-sqlite3 libaprutili-ldap liblua5.1-0
® upgraded, 9 newly installed, © to remove and 5 not upgraded.
Need to get 1,541 kB of archives.
After this operation, 6,373 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://archive.ubuntu.com/ubuntu xenial/main amd64 libaprl amd64 1.5.2-3 [
86.0 kB]

e After completion of the installation process, the Apache server automatically start.
e The status of the Apache server can be checked by using the following command.
Sudo systemctl status apache2



-

root@dharam-HP-Notebook: /home/dharam

root@dharam-HP-Notebook: /home/dharam#| sudo systemctl status apache2
@® apache2.service - LSB: Apache2 web SETVEl
Loaded: loaded (/etc/init.d/apache2; bad; vendor preset: enabled)
Drop-In: /lib/systemd/system/apache2.service.d
L-apache2-systemd.conf
Active: active (running) since Thu 2019-06-20 10:12:41 IST; 34s ago
Docs: man:systemd-sysv-generator(8)
CGroup: /system.slice/apache2.service

13910 /Jusr/sbin/apache2 -k start

F213907 Jusr/sbin/apache2 -k start
13911 /Jusr/sbin/apache2 -k start

:39 dharam-HP-Notebook systemd[1]: Starting LSB: Apache2 web server.
:39 dharam-HP-Notebook apache2[13885]: * Starting Apache httpd web

:40 dharam-HP-Notebook apache2[13885]: AH00558: apache2: Could not r
:41 dharam-HP-Notebook apache2[13885]: *

:41 dharam-HP-Notebook systemd[1]: Started LSB: Apache2 web server.

e Open the browser and type localhost or 127.0.0.1 on the address bar. It will display the default
page of the Apache server.
@ © & Apache2 Ubuntu Default Page: It works - Mozilla FireFox

Apache2 Ubuntu DefFault

<« C @ @ localhost kg In O & =
-—"r

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at /var/www
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

! yetc/sapachezy/

i [-- apache2.conf

‘-- ports.conf
{ [-- mods-enabled

#Adjusting the Firewall
Ssudo ufw app list
$sudo ufw allow 'Apache'
Ssudo ufw status

#Managing the Apache Process
$sudo systemctl stop apache?2
Ssudo systemctl start apache2



Ssudo systemctl restart apache?
Ssudo systemctl reload apache?2
S$sudo systemctl enable apache?2
Ssudo systemctl disable apache?

Managing Apache Server

— You must understand the main configuration files of
Apache which can be found in the “/etc/apache2” folder.
— You can explore this folder by following command:

Scd /etc/apache2
Sls
you will see file listing. Following configuration files are necessary to understand:

apache2.conf : This is the main configuration file for the server. You can do almost
all configurations within this file.

ports.conf : You can specify the ports from where virtual hosts can listen.

conf.d/ (Directory) : This directory is used for controlling specific features of the
Apache configuration. For example, It is frequently used to define SSL configuration.

sites-available/ (Directory) : This directory contains all of the virtual hosts files that
define different web sites.

sites-enabled/ (Directory) : This directory defines which virtual host definitions are
actually being used.

mods-[enabled,available]/ (Directory) : These directories are similar in function to
sites directories, but they define modules that can be loaded optionally.

#how to create user in linux

Ssudo adduser mital

#Verification

Scat /etc/passwd

#You can also use the getent command to verify that user account added to the system:
Sgetent passwd mital

#How to delete a user account

Ssudo userdel mital



#How to change Linux user password

Ssudo passwd mital

#Install and Configure Samba

A Samba file server enables file sharing across different operating systems over a network. It
lets you access your desktop files from a laptop and share files with Windows and macOS
users.

#Installing Samba
Ssudo apt update
Ssudo apt install samba

Swhere is samba

#Setting up Samba

Now that Samba is installed, we need to create a directory for it to share:

Smkdir /home/<username>/sambashare/

#he command above creates a new folder sambashare in our home directory which we will
share later.

#The configuration file for Samba is located at /etc/samba/smb.conf. To add the new directory
as a share, we edit the file by running:

Ssudo nano /etc/samba/smb.conf

#At the bottom of the file, add the following lines:



[sambashare]
comment = Samba on Ubuntu
path = /home/username/sambashare
read only = no

browsable = yes

#Then press Ctrl-O to save and Ctrl-X to exit from the nano text editor.

#What we’ve just added
comment: A brief description of the share.

path: The directory of our share.

read only: Permission to modify the contents of the share folder is only granted when the
value of this directive is no.

browsable: When set to yes, file managers such as Ubuntu’s default file manager will list this
share under “Network” (it could also appear as browseable).

#Now that we have our new share configured, save it and restart Samba for it to take effect:

Ssudo service smbd restart

#Update the firewall rules to allow Samba traffic:

Ssudo ufw allow samba

#Setting up User Accounts and Connecting to Share



Ssudo smbpasswd -a mital

How to install Firewall in Ubuntu

Ubuntu comes with UFW (Uncomplicated Firewall) pre-installed. However, if it's missing or you want to
reinstall it, follow these steps:

1. Update Package Lists

Before installing, update your system's package list:
sudo apt update

2. Install UFW

Run the following command:

sudo apt install ufw -y

3. Verify Installation
Check if UFW is installed:
sudo ufw status
If it's inactive, enable it with:
sudo ufw enable
4. (Optional) Install iptables or firewalld

e If you prefer iptables:

sudo apt install iptables -y
e If you want to use firewalld (alternative to UFW):

sudo apt install firewalld -y
sudo systemctl enable --now firewalld

Configure Ubuntu's Built-In Firewall

1. Check Firewall Status
sudo ufw status

If it’s inactive, you’ll need to enable it.



2. Enable UFW

sudo ufw enable

This starts the firewall and ensures it runs on startup.

3. Allow or Deny Specific Ports

e Allow SSH (default port 22):

sudo ufw allow ssh

e Allow HTTP (port 80):

sudo ufw allow 80/tcp

e Allow HTTPS (port 443):

sudo ufw allow 443/tcp
e Deny a specific port (e.g., 23 for Telnet):

sudo ufw deny 23

4. Allow/Deny Specific IPs
e Allow only a specific IP (e.g., 192.168.1.100) on SSH:
sudo ufw allow from 192.168.1.100 to any port 22

e Deny access from an IP:

sudo ufw deny from 192.168.1.200

5. Allow/Deny Specific Network Ranges

e Allow asubnet (e.g., 192.168.1.0/24) on SSH:

sudo ufw allow from 192.168.1.0/24 to any port 22

6. Enable Logging

sudo ufw logging on

Logs are stored in /var/log/ufw.log.




7. Disable UFW

If needed, you can disable UFW with:

sudo ufw disable

8. Reset UFW (Clear All Rules)

sudo ufw reset

This will disable UFW and remove all rules.

9. Reload Firewall
sudo ufw reload

Use this after making changes to apply the new rules.

10. Advanced: Allow Specific Services

Instead of using port numbers, you can allow services:

sudo ufw allow OpenSSH

Run sudo ufw app list to see available services.

Final Check

After configuring, verify rules:

sudo ufw status verbose

Working with Wine:-

WINE (Wine Is Not an Emulator) allows you to run Windows applications on Linux. Here’s a step-by-step guide to
installing and using WINE on Ubuntu.

How to install Wine on Ubuntu 24.04

1. Update and upgrade the Ubuntu package list
sudo apt wpgate ... |

Next, upgrade all packages using the following command.

|sudo apt upgrade -y



2. Enable the 32-bit architecture to support 32-bit Windows applications

Unlike many software programs, Wine uses the 32-bit architecture. This is because most
Windows programs still use the 32-bit architecture. To verify that Wine can execute 32-bit
Windows apps, run the command below on a 64-bit Ubuntu.

Isudo dpkg --add-architecture 1386

3. Create a keyring and download the Wine repository key

Wine has a repository key that verifies the integrity of the packages retrieved from the
Wine repository. This repository key has to be stored in a keyring. In Linux, keyrings are
used to store sensitive data safely. Use the following command to create a keyring for the
Wine repository key.

sudo_mkdir__pm755 /etc/apt/keyrings. |

Next, download the repository key and store it in the previous keyring you created.

sudo wget -0 /etc/apt/keyrings/winehqg-archive.key https://dl.winehq.or‘g/wine—builds/winehq.key

4. Add the Wine repository source file to Ubuntu

Use the following command to add the Wine repository source file to Ubuntu. By adding
the official WineHQ repository, you will receive access to the most recent stable,
development, or staging versions of Wine, which include new improvements, and bug
fixes not found in the usual Linux repositories.

sudo wget -NP /etc/apt/sources.list.d/ https://dl.winehq.org/wine-

builds/ubuntu/dists/jammy/winehq-jammy.sources

5. Synchronize the Ubuntu system to apply changes

Next, synchronize your Ubuntu system using the following command to apply the previous
changes you made.

|sud0 apt update

6. Install the stable version of Wine

Finally, use the following command to install Wine:

|sudo apt install --install-recommends winehq-
7. Confirm if the Wine installation was a success by checking the version

To confirm that Wine has been installed successfully, run the following command:

Iwine --version



Copy

You will get the following similar output that shows the installed Wine version:

¢ wine --version

wine-9.8

GNU/GPL

The GNU General Public License (GNU GPL) is a widely used free software license that guarantees end
users the freedom to run, study, share, and modify software. It was created by Richard Stallman for the GNU
Project as part of the Free Software Foundation (FSF).

Key Concepts of GNU GPL:

Freedom to Use — You can use the software for any purpose.

Freedom to Study and Modify — The source code must be available, allowing users to study and change it.
Freedom to Share — You can distribute copies of the software to others.

Freedom to Share Modifications — If you modify the software and distribute it, you must also share the source
code under the same GPL license.

PwNPE

Copyleft Principle:

e GPLis a copyleft license, meaning that any derivative work must also be licensed under GPL.
e This ensures that software based on GPL-licensed code remains free and open-source.

Different Versions:

e  GPLv1 (1989) — The first version.

e GPLv2 (1991) — Added better protection against license circumvention.

e GPLv3 (2007) — Updated for modern concerns, including software patents and Tivoization (hardware
restrictions).

GPL vs. Other Open-Source Licenses:

e GPL requires derivatives to be GPL (copyleft).
e MIT, Apache, BSD licenses allow proprietary redistribution (permissive).

Common Uses:

e Many popular software projects use GPL, including Linux Kernel, GNU Utilities, and MySQL.

Startup, Shutdown, and Boot Loaders in Linux

Linux follows a structured process for starting up (booting) and shutting
down. The boot process involves multiple stages, from powering on the



system to loading the operating system. Below is an overview of startup,
shutdown, and bootloaders in Linux.

1. Startup Process in Linux
The Linux startup process follows these main steps:

Step 1: BIOS / UEFI Initialization

. When the system is powered on, the BIOS (Basic Input/Output
System) or UEFI (Unified Extensible Firmware Interface)
initializes hardware components.

It searches for a bootable disk and loads the bootloader.

Step 2: Bootloader Execution

. The bootloader (e.g., GRUB, LILO, Syslinux, systemd-boot) is
responsible for loading the Linux kernel.
It presents a menu to select the kernel or OS (in case of dual-boot
systems).

. The bootloader loads the selected kernel into memory.

Step 3: Kernel Initialization

. The kernel initializes system hardware, mounts the root filesystem,
and starts the first system process (init or systemd).
. Kernel loads drivers and sets up hardware interfaces.

Step 4: Init/Systemd Process Execution

. The init (older systems) or systemd (modern Linux distros) is the
first user-space process (PID 1).
It starts essential system services and background daemons.

. The system enters the default runlevel/target (multi-user, graphical
mode, etc.).



Step 5: User Login & Desktop Environment

. Alogin prompt (CLI or GUI) is presented.
. The user logs in, and the desktop environment (GNOME, KDE, etc.)
starts.

2. Bootloaders in Linux

A bootloader is software that loads the Linux kernel into memory and
starts the operating system.

Common Bootloaders:

1. GRUB (GRand Unified Bootloader)
o The most commonly used Linux bootloader.
- Supports multiple kernels and operating systems.
- Allows kernel parameter modifications at boot time.
2. LILO (Linux Loader)
> An older bootloader, replaced by GRUB.
- Lacks a graphical interface and dynamic configuration.
3. Syslinux / PXELINUX
o Lightweight bootloaders for embedded systems and network
booting.
4. systemd-boot
- A simple UEFI boot manager integrated with systemd.

3. Shutdown Process in Linux

Shutting down Linux involves terminating processes and unmounting
filesystems properly.



Shutdown Commands:

1. shutdown -h now — Immediately shuts down the system.
2. shutdown -r now — Restarts the system.

3. reboot — Simple reboot command.

4. poweroff — Powers down the machine.

During shutdown:

. systemd/init sends termination signals to processes.
. Unmounts filesystems safely.
. Kernel halts the system or reboots.

® List the Special three section of the smb.conf file.

The smb. conf file in Samba is divided into different sections, including three special sections that define
global and share-specific settings. These three special sections are:

1. [global] Section
o This section contains settings that apply globally to the Samba server, such as authentication,

networking, logging, and security configurations.

2. [homes] Section
o This special share allows users to automatically access their home directories when they log in.

Samba dynamically maps this to the respective user’s home directory.

3. [printers] Section
o This section is used for printer sharing. It provides automatic sharing of all printers configured

on the Samba server.

These sections help in configuring Samba for file and printer sharing efficiently.



